NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESSTO

THIS INFORMATION. PLEASE REVIEWIT CAREFULLY.
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|. WE HAVE A LEGAL DUTY TO SAFEGUARD YOUR PROTECTED
HEALTH INFORMATION (PHI)

We are legally required to protectthe privacy of health information that
may reveal youridentity. Thisinformationiscommonly referred to as
“protected health information,” or “PHI” for short. It includesinformation
that can be used to identify youthat we have created orreceived about
your past, present or future health or condition, the provision of health
care to you, or the payment of thishealth care. We must provide you
with thisnotice aboutourprivacy practicesthat explainshow, when and
why we use and disclose your PHI. With some exceptions, we may not
use or disclose any more of your PHI than isnecessary to accomplish
the purpose of the use or disclosure. We are legally required to follow
the privacy practicesthat are described in thisnotice. Please note,
however, that special privacy protectionsapply to HIV/AIDS related
information, alcohol and substance abuse treatment information, mental
health information and genetic information, which are not set forth in this
Notice. These protectionswill be describedin separate notices. To
request copiesof these notices, please contact the person listed in
Section V below. We have a duty to notify youfollowing a breach of
your PHI. The notice will be sent without unreasonabledelay andin no
case laterthan 60 daysafterthe discovery of the breach. We reserve
the right to change the termsof thisnotice and our privacy policiesat
any time. Any changeswill apply to the PHI we already have. Before we
make an important changeto our policies, we will promptly change this
notice and post a new notice. Youcan also request a copy of thisnotice
atany time from the contactperson listed in Section V below, by calling
ouroffice, at yournext visit, oryou can view a copy of the noticeon our
Web site at dental.buffalo.edu/patients/current-patients.html.

1l. HOW WE MAY USE AND DISCLOSE YOUR PROTECTED
HEALTH INFORMATION

We use and disclose healthinformation for many different reasons. For
some of these uses or disclosures, we need your priorconsent or
specific authorization. Below we describe the different categoriesof our
uses and disclosuresand give you some examplesof each category.

During yourintake, priorto receiving any health care services, you will
be asked to sign a statement permitting SUNY and itsdental/medical
staff to release your health information for purposesof Treatment,
Payment and Health Care Operations. A descriptionof each of these
uses is described asfollows.

A. Uses and Disclosures Relating to Treatment, Payment or Health
Care Operations. We may use and disclose your PHI for the
following reasons:

1. For treatment. We may disclose your PHI to dentists, dental
students, physicians, nurses, and otherhealth care personnelwho
provide you with health care servicesorare involvedin yourcare.
For example,if you are receivingdental care and have a serious
medical condition (e.g. uncontrolled high blood pressure), we may
disclose your PHI to your physician in orderto coordinate your
care.

2. To obtain payment for treatment. We may use and disclose your
PHIin orderto bill and collect payment for the treatmentand
services provided to you. Forexample, we may provide portionsof
your PHI to ourbilling department and your health planto get paid
forthe health care serviceswe provided to you. We may also
provide your PHI to ourbusiness associates, such as billing
companies, claimsprocessing companiesand othersthat process
ourhealth care claimsor provide serviceson our behalf, or provide
services directly to you.

3. For health care operations. We may disclose your PHI in orderto
operate ourhealth care delivery system. Forexample, we may use
your PHI in orderto evaluate the quality of health care services
that you received orto evaluate the performance of the health care
professionalsand studentswho provided health care servicesto
you. We may also provide your PHI to ouraccountants, attorneys,
consultantsand othersin orderto make sure we're complyingwith
the lawsthat affect us.

To the extent we are required to disclose your PHI to contractors,
agentsand otherbusinessassociates who need the informationin order
to assist us with obtaining payment or carrying ourout business
operations, we will have a written confract to ensure that ourbusiness
associate also protectsthe privacy of your PHI.
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B. Other Uses And Disclosures That Do Not Require Your Consent.
We may use and disclose your PHI without your consentor
authorization for the following reasons:

1.  When a disclosure is required by federal, state or local law,
judicial or administrative proceedings or law enforcement. For
example, we make disclosureswhen a law requiresthat we report
informationto government agenciesand law enforcement
personnel about victimsof abuse, neglect ordomestic violence;
when dealing withgunshot and otherwounds; orwhen ordered in
ajudicial oradministrative proceeding.

2. For public health activities. Forexample, we reportinformation
about variousdiseasesor occurrencesto governmental officialin
charge of collecting that information.

3. Victims of Abuse, Neglect or Domestic Violence. We may
release your PHI to a public health authority thatisauthorized to
receive reportsof abuse, neglect ordomestic violence. For
example, we may report yourinformation to government officialsif
we reasonably believe thatyou have been a victim of abuse,
neglect ordomestic violence. We will make every effort to obtain
your permission before releasingthisinformation,butin some
cases we may be required orauthorized to act without your
permission.

4. For healthoversightactivities. Forexample, we will provide
information to assist the government when it conductsan
investigation orinspection of a health care provider or
organization.

5. Emergency Situations. We may use or disclose your PHI if you
need emergency treatment, but we are unable to obtain your
consent. If thishappens, we will try to obtain yourconsent assoon
as we reasonably can afterwe treat you.

6. Communication Barriers. We may use ordisclose your PHI if we
are unable to obtainyour consent because of substantial
communicationbarriers, and we believe you would want usto treat
you if we could communicate with you.

7. Product Monitoring, Repair and Recall. We may disclose your
informationto a person orcompany thatisrequired by the Food
and Drug Administrationto: (1) report ortrack product defectsor
problems; (2) repair, replace orrecall defective ordangerous
products; or (3) monitorthe performance of a product afterit has
been approved foruse by the general public.

8. Lawsuits and Disputes. We may disclose your PHI if we are
ordered to do so by a court or administrative tribunal thatis
handling a lawsuitorotherdispute.

9. Law Enforcement. We may disclose your PHI to law enforcement
officialsforany of the followingreasons:

. To comply with court ordersor laws that we are required to
follow;

e Toassist lawenforcement officerswith identifying orlocating
a suspect, fugitive, witnessormissing person;

. If you have been the victimof a crime and we determine
that: (1)we have been unable to obtainyourconsent
because of an emergency or yourincapacity; (2) law
enforcement officialsneed theinformation immediately to
carry out theirlaw enforcementduties; and (3)in our
professional judgement, disclosure to these officersisin
yourbest interest;

. If we suspect a patient’sdeath resulted from criminal
conduct;

. If necessary to report a crime that occurred on our property;
or

. If necessary to report a crime discovered during an offsite
medical emergency.

10. Militaryand Veterans. If you are in the Armed Forces, we may
disclose your PHI to appropriate military command authorities for
activitiesthey deem necessary to carry out theirmilitary mission.
We may also release healthinformation aboutforeign military
personnel to the appropriate foreign military authority.

11. Inmates and Correctional Institutions. If you are an inmate or
you are detained by a law enforcementofficer, we may disclose
your PHI to the prison officersorlaw enforcement officersif
necessary to provide you with health care, orto maintain safety,
security and good orderat the place where you are confined. This
includessharing information that isnecessary to protect the health
and safety of otherinmatesorpersonsinvolved in supervising or
transporting inmates.

12. Coroners, Medical Examiners and Funeral Directors. In the
unfortunate event of yourdeath, we may disclose your PHI to a
coronerormedical examiner. Thismay be necessary, forexample,
to determine the cause of death.
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13. For research purposes. In most cases, we will ask foryour
written authorizationbefore using your PHI for research purposes.
However, in certain, limited, circumstances, we may use and
disclose your PHI without consent orauthorization if we obtain
approval through a special processto ensure that such research
poses little riskto your privacy. In any case, we would neverallow
researchers to use yourname oridentify you publicly. We may
also release your health information without your written
authorizationto people who are preparing for a future research
project, aslong asno personally identifiable informationleavesour
facility.

14. To avoid harm. In orderto avoid a seriousthreat to the health or
safety of a person or the public, we may provide PHI to law
enforcement personnel orpersonsable to prevent orlessen such
harm.

15. For specific governmentfunctions. We may disclose PHI for
national security purposes, such as protecting the presidentof the
United Statesorconducting intelligence operations.

16. For workers’ compensation purposes. We may provide PHI in
orderto comply with workers' compensation laws.

17. Appointment reminders and health-related benefits or
services. We may use PHI to provide appointment remindersor
give you information abouttreatmentalternativesor other health
care services orbenefitswe offerand/or provide.

18. Fundraising activities. We may use PHI to raise fundsforour
organization. The money raised through these activitiesisused to
expand and support the health care servicesand educational
programswe provide to the community. If you do not wish to be
contacted aspart of ourfundraising efforts, please contactthe
person listed in section V below.

19. De-identified Information. We may also disclose yourPHI ifithas
been de-identified or unable foranyone to connect backto you.
Thismight occurif yourare participatingin a research project.

20. Incidental Disclosures. While we will take reasonable stepsto
safeguard the privacy of your PHI, certain disclosuresof your PHI
may occurduring, orasan unavoidable result of our otherwise
permissible usesor disclosures of your health information. For
example, duringthe course of a treatment session, other patients
in the treatmentarea may see, oroverheardiscussion of, your
PHI.

C. Two Uses and Disclosures Require You to Hav e the Opportunity
to Object.

1. Patientdirectories. We maintaina schedule of appointmentsfor
use by our staff. We may identify the site of yourappointment to
individualswho appearat a receptiondesk. If you objectin whole
orin part we will record your objection and not disclose the
appointment location.

2. Disclosures to family, friends or others. We may provide your
PHI to a family member, friend or other person that you indicateis
involved inyourcare orthe payment for your health care, unless
you objectin whole or part. The opportunity to consent may be
obtainedretroactively in emergency situations.

D. All Other Uses and Disclosures Require Your Prior Written
Authorization.

In any othersituation not described insection IlIA, B and C above,
includingmarketingand orsale of your PHI, and most sharing of
psychotherapy notes, we will askfor your written authorization before
using ordisclosing any of your PHI. If you choose to sign an
authorizationto disclose your PHI, you can later revoke that
authorizationin writingto stop any future usesand disclosures(to the
extent that we have not taken any actionsrelyingon the authorization).

1Il. WHAT RIGHTS YOU HAVE REGARDING YOUR PHI

You have the following rightswith respect to your PHI:

A. The Right to RequestLimits on Uses and Disclosures of Your
PHI. If you paid usin full fora service you received, you have a
right to ask that we not share information aboutthat specific
service with yourhealth insurer. We must comply with such a
request unless otherwise required by law. You have the right to
ask that we limit how we use and disclose your PHI. We will
consideryourrequest, but are not legally required to acceptit. If
we accept yourrequest, we will put any limitsin writing and abide
by them exceptin emergency situations. You may notlimit the
uses and disclosuresthat we are legally required orallowed to
make.

B. The Right to Choose How We Send PHI to You. You have the
right to ask that we send information to you to an alternate address
or by alternate means. We must agree to yourrequest aslong as
we can easily provide itto the locationand inthe format you
request.

C. The Right to See and Get Copies of Your PHI. In most cases,
you have the right to lookat orget copiesof your PHI that we
have, but you must make the request in writing. If we don’t have
your PHI but we know who does, we will tell you how to getit. We
will respond to you within 30 daysafterreceiving your written
request. In certain situations, we may deny yourrequest. If we do,
we will tell you, inwriting, ourreasonsforthe denialand explain
yourrightto have the denial reviewed. We will provide this

informationin a form orformat you request, including an electronic
copy of information we maintain in electronic format, iffeasible., If

not feasible, we will provide you witha copy in a form that we can

agree upon, orin readable hard copy form.

If you request copiesof your PHI, we will charge you a fee. Instead of
providing the PHI you requested, we may provide you with a summary
or explanation of the PHI aslong asyou agree to thatand to the
associated cost in advance.

D. The Right to Get a List of the Disclosures We Have Made. You
have the rightto get a list of instancesin which we have disclosed
your PHI. The listwill notinclude usesordisclosures that you have
already been informed of, such asthose made fortreatment,
payment orhealth care operations, directly to you, to your family,
or in ourfacility directory. Thelist also won’tinclude usesand
disclosures made for national security purposes, to correctionsor
law enforcementpersonnel or before April 14,2003. Yourrequest
must state a time period forthe disclosuresyou want us to include.
We will respond within 60 daysof receiving yourrequest. The list
we will give youwillinclude disclosuresmade in thelast six years
(with the oldest date being April 14, 2003) unlessyou request a
shorter time. The list willinclude the date of the disclosure, to
whom PHI was disclosed (including their address, if known), a
description of the information disclosed andthe reason forthe
disclosure. We will provide thelist to you at no charge, butif you
make more than one requestin the same calendaryear, we will
charge you foreach additional request.

E. The Right to Corrector Update Your PHI. If you believe that
there is a mistake in your PHI or that a piece of important
informationismissing, you have the right to request that we correct
the existing information oradd the missing information. You must
provide the request and yourreason forthe request in writing. We
will respond within 60 daysof receiving yourrequest. We may
deny yourrequestin writing if the PHIis(l) correct and complete,
(ii) not created by us, (iii) not allowed to be disclosed, or (iv) not
part of ourrecords. Our written denial will state the reasonsforthe
denial and explain yourright to file a written statement of
disagreement withthe denial. If you don’t fileone, youhave the
right to request that yourrequest and ourdenial be attached to all
future disclosuresof you PHI. If we approve yourrequest, we will
make the change to your PHI, tell you that we have doneitand tell
others that need to know about the change to your PHI.

F. The Right to Get This Notice by E-Mail. You have the right to get
a copy of this notice by e-mail. Evenif you have agreedto receive
notice via e-mail, you also have the rightto request a papercopy
of thisnotice.

Toinvoke any of these rights, please contact the Patient Advocate at
the UB School of Dental Medicine asdescribed in Section V.

IV.HOW TO COMPLAIN ABOUT OUR PRIVACY PRACTICES.

If you thinkwe may have violated your privacy rights, oryou disagree
with a decision we made about accessto your PHI, you mayfile a
complaint withthe person listed in SectionV below. You also may send
a written complaintto the Secretary of the Department of Healthand
Human Servicesat:

US Department of HHS Government Center
John F. Kennedy Federal Building- Room 1875
Boston, Massachusetts 02203

Telephone number: 617-565-1340

Fax number: 617-565-3809

TDD: 617-565-1343

We will take no retaliatory actionagainst you if you file a complaint
about ourprivacy practices.

V.PERSONTO CONTACT FORINFORMATION ABOUT THIS
NOTICE ORTO COMPLAIN ABOUT OUR PRIVACY PRACTICES

If you have any questionsabout thisnotice orany complaintsabout our
privacy practices, orwould like to know how to file a complaint with the
Secretary of the Department of Healthand Human Services, please
contact usvia e-mail at PRIVACY@SY SADM.SUNY.EDU or by writing:

School of Dental Medicine
SDM Privacy Officer

325 Squire Hall

3435 Main St.

Buffalo, NY 14214-3008
(716)829-3332

University Privacy Officer
State University Plaza N-506
Albany, New York12243

VI. EFFECTIVE DATE OF THIS NOTICE
Thisnotice iseffectiveasof September2013.
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